MOTOR CARRIER INSURANCE
EDUCATION FOUNDATION

J

WELCOME TO THE MONTHLY
“TRUCK STOP” WEBINAR

Truck Stops are presented the
second Thursday of each month at 2:00pm ET

These webinars are open to members of the MCIEF




These webinars are presented as industry
updates, for informational purposes only,
and do not qualify for state CE credits.

If you are seeking CE credits:

Visit our website
https://mcief.orq/

Or email
TRS@MCIEF.org
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If you have any questions, please type them
in the “chat” window.
They will be answered as time allows
or responded to after the webinar via email.

If you experience audio problems,
please send us a note
in the “chat” window or call 800-741-4084.
We will attempt to correct the problem
as soon as possible.




Cargo Theft Trends

Scott Cornell, Travelers 2vp, Crime and Theft Specialist
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The views expressed in these materials are those of the author(s) and do
not necessarily reflect the views of The Travelers Companies, Inc. or any
of its subsidiary insurance companies (“Travelers”). These materials are
for general informational purposes only. None of it constitutes legal
advice, nor is it intended to create any attorney-client relationship
between you and the author(s). You should not act or rely on this
information concerning the meaning, interpretation, or effect of particular
contractual language or the resolution of any particular demand, claim or
suit without seeking the advice of your own attorney. Copyright © 2012-
2020 The Travelers Indemnity Company. All rights reserved.
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The Changing Face of Cargo Theft



Why Cargo Theft?

e Very Little Risk but High Profit

e Crime of Opportunity- “Freight at
Rest is Freight at Risk”

e Law Enforcement Attention
dedication

e Few States with Enhanced
Sentencing

e Who is the victim?

e Few Citizen Complaints
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Moments of Opportunity

» Marketing

Point of sale

During the planning

Dispatching

Point of Pick up

Transport

» Warehousing

 Delivery
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Where is Cargo Stolen?

Cargo Theft Incident Frequency
January 1, 2018 - December 31, 2018
Low High
- - wEa
Sauren: CargoNet, 2 Verisk business
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Cargo Theft by Trend and Year 2017-2019

& CargoNet Analysis Period: 2017 - 2019

Cargo Theft by Year and Quarter
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Cargo Theft by County 12019

& CargoNet Analysis Period: 2019
Top Counties for Cargo Theft in 2019

San Bernardino, CA
44

Miami-Dade, FL Cook, IL
N 28
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Cargo Reporting Delays 2017-2019

& CargoNet Analysis Period: 2017 - 2019
Cargo Theft by Reporting Delay
Same Day 1-3 Days 4-6 Days 7+ Days
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Cargo Theft by Commodity §2017-2019

@ CargoNet Analysis Period: 2017 -2019
Cargo Theft by Commodity
Food and Vehicles and | Apparel and Building Personal Care Pharmaceutical
Beverage Household | Electronics Other Accessories | Accessories Metals Materials |Commercial/l.| andBeauty | and Medical
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Theft by Product Type 2019

U.S.—Cargo Theft by Product Type
Q2-2019

B Food & Drinks 27%
B Home & Garden 15%
B Miscellaneous 14%
M Electronics 12%
B Auto & Parts 11%
Bl Building & Industrial 6%
B Clothing & Shoes 5%
M Personal Care 4%

Pharmaceuticals 4%

Metals 2%

Source: Sensitech Inc.
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Theft by Product Type

Food and Beverage
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Theft by Product Type

2nd QTR 2019
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Categorizing Cargo Theft

Straight Theft

— Truck stops

— Parking lots

— Road side parking
— Drop lots

— Full Loads

— Pilferage

Strategic Theft

— Unconventional means
— Cyber

— Fraud

— Deceptive information
— ldentity theft

— Fictitious Pick Ups
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How is Cargo Stolen 2014-2019

% CargoNet Analysis Period: 2014-2019

Atypical Cargo Theft Types
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Issues with Pilferage

* Where did the theft occur?

* Who do you report it to?

* Values associated with the theft

 What are the commodities lost?

 FSMA Regulation
» Seal integrity

» Chain of custody or loss thereof
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Trends of Straight Theft
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Last Mile Courier

 Increased activity in this area

» Often Targeting Pharmaceuticals
 Potential for higher frequency of violence

» Often minimal security procedures

Minimal use of security devices or active tracking

Sometimes internal involvement is suspected

Route familiarity

Driver complacency and attentiveness

Recoveries are less impactful

Less control over independent contractors
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Identity Theft Liability

Identity Theft

Bad Guys steal the identity of a legitimate Carrier (sometimes because the Bad Guys worked for
or with the legitimate carrier before). Bad Guys agree to haul goods for a Shipper or
Intermediary, usually by finding the opportunity on a load board or other public source. Bad Guys
show up pretending to be the legitimate Carrier and take the load and disappear with it. Carrier

has no knowledge of this transaction.

LEGITIMATE CARRIER’S LIABILITY :
= Slight, if any, based on its responsibility for the theft of its identity

= Carrier Cargo Liability Coverage

INTERMEDIARY LIABILITY:
= Potentially higher risk of liability for hiring a thief

» Intermediary Cargo Liability Coverage
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Identity Theft Methods

* Peruse, change Safer information

e Information change requests on your existing carrier
pools

e Solicit false bids

e Generate false Acord Certificates and W-9’s

e Change telephone and fax numbers/ cell cards

e Open and obvious information readily available
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Fictitious Pick-Ups

Bad guys arrive at the pick up location prior to, or instead of, the intended
and legitimately booked carrier. Most often, but not always, with the
correct information and paperwork.

Learning who picks up where

« Knowing where the best cargo is

« Sometimes lucky / sometimes have the information

* Fish load boards

» Cyber breach / cancel originally scheduled loads
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Double Brokering Scam

Good broker unknowingly hires bad guy trucking

Bad Guy trucking double brokers load to legitimate carrier

Legitimate carrier picks up load and begins delivery

Bad Guy trucking tells driver to deliver to new address

Bad Guy trucking pays driver
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Technology

* Cyber

 3-D Printers

e Jammers

* Bar Code Scanning
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« Law Enforcement has limited resources and personnel to address the
iIssue of cargo theft locally and nationally

« Task forces are cut back or disbanded, have dual responsibilities, etc...

 Private industry participation and assistance is needed to combat cargo
theft
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Questions?

Scott Cornell
2VP Inland Marine
Crime and Theft Specialist
(602) 690-4286 (Cell)
Scornell@Travelers.com

TRAVEI.ERS?A Inland Marine Scott Cornell, 2vp Proprietary and Confidential


mailto:Scornel1@Travelers.com

For Information on all MCIEF offerings
including Membership, TRS Designation, Trucking U or Classes
visit our website

mcief.org

Follow our group on Linked In
MCIEF-TRS Transportation Risk Specialists

https:/www.linkedin.com/groups/8244501/
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